
 
 

Joint Association Comments on the Implementing Guidelines for the 

Vietnamese Law on Cybersecurity 

 
The American Chamber of Commerce in Hanoi, BSA | The Software Alliance, 

the Coalition of Services Industries (CSI), Digital Europe, the Information 
Technology Industry Council (ITI), Japan Information Technology Services Industry 
Association (JISA), the Semiconductor Industry Association, the US-ASEAN 
Business Council, and the U.S. Chamber of Commerce write to express our gratitude 
to the Government of Vietnam for the opportunity to submit comments on the 
Implementing Guidelines for the Vietnamese Law on Cybersecurity (“the Law”). 

 
As a collective of industry stakeholders and investors, we consider 

cybersecurity to be a top priority. Accordingly, we have worked with dozens of 
governments around the world to develop and implement cybersecurity solutions that 
raise cybersecurity standards for businesses of all sizes and in all sectors of the 
economy. In our experience, the most effective cybersecurity policies have six 
characteristics: 

 
1. They are aligned with internationally recognized standards, enabling companies to 

leverage best-in-class technologies, solutions, and best practices, while facilitating 
participation by local and multinational companies in the global market for 
software and technology products.  
 

2. They are risk-based, outcome-focused, and technology-neutral. This enables 
companies to take a risk management-based approach, utilizing the extensive 
knowledge of their business to identify and protect their most important assets and 
investments.  

 

3. They are flexible and adaptable, capable of responding to the ever-changing threat 
landscape.  

 

4. They are market-based, where possible. Both information technology and 
cybersecurity threats are constantly evolving, and neither technologies nor threats 



 

are bound by national borders. Overreliance on government structures or 
regulatory enforcement will ensure that security measures are not appropriate to 
meet the threats of the day. Policies that leverage market forces to drive 
cybersecurity are likely to be most successful in keeping pace with the changing 
security environment and in achieving the broadest effect.  

 

5. They are rooted in public-private collaboration. Cybersecurity is a shared 
responsibility. The private sector owns and operates elements of critical 
infrastructure and the technology platforms that are targeted by malicious cyber 
activities. Accordingly, they should be viewed as partners in ensuring the 
protection of critical infrastructure. 

 

6. They focus on two clear objectives: reducing the frequency and magnitude of 
cyber attacks on systems that are critical to economic, political, or national security, 
and enhancing the ability of such critical systems to recover after a successful 
attack. Addressing other policy objectives through cybersecurity laws dilutes 
resources, diverts attention, and diminishes the effectiveness of the cybersecurity 
regime.  

 
The Law passed by the National Assembly on June 12 contradicts fundamental 

characteristics of an effective cybersecurity approach, and is ambiguous on others. It 
will impose burdensome requirements on companies that will not lead to higher levels 
of cybersecurity, including forced data localization, local presence requirements, 
policing of online content, ex-ante audits of hardware and software, and narrow 
timelines for incident notification. In doing so, it will hamper Vietnam’s efforts to 
attract foreign direct investment, develop a vibrant technology sector, and participate 
in the expanding global market for e-commerce, Internet, cloud computing, Internet-
of-Things (IoT), and other advanced technology applications. Taken as a whole, we 
are concerned the Law will have a detrimental effect on cybersecurity, while reducing 
Vietnam’s economic competitiveness.  

 
Certain provisions in the Law may also place Vietnam in violation of its trade 

obligations under the World Trade Organization (WTO) General Agreement on 
Trade in Services (GATS), the Comprehensive and Progressive Agreement for Trans-
Pacific Partnership (CPTPP), and the European-Vietnam Free Trade Agreement. 

 
We strongly urge the Government of Vietnam to work with industry 

stakeholders to develop policies that reflect international best practices for 
cybersecurity. A robust discussion on issues such as best-in-class international 
standards, flexible security frameworks, and acceptable legal norms regarding 



 

territorial jurisdiction should serve to improve the resulting Implementing Guidelines 
to the benefit of government, industry and civil society stakeholders.   

 
The associations listed below respectfully request the following actions be 

taken before the Law on Cybersecurity enters into force: 
 

 Undertake robust engagement with private sector stakeholders during the 
development of Implementing Guidelines to address the remaining concerns 
surrounding the Law; 

 Develop and implement fair and transparent guidelines that create a level 
playing field for domestic and international companies; 

 Provide an explanation of intent and further clarity around many of the 
provisions of the Law addressed below; and 

 Establish practicable timelines for when relevant requirements will come into 
force, as well as an explicit explanation of expectations for implementation and 
enforcement. 
 

  



 

Comprehensive Analysis of the Law on Cybersecurity 
 

 
We offer the following suggestions for how well-developed Implementing 

Guidelines can minimize the negative impact of ambiguous and potentially harmful 
provisions in the Law. 
 
 
1. Data Localization Requirements 
 

We recognize Government of Vietnam’s interest in ensuring the security of data, 
but data localization is an ineffective method for achieving this goal. When 
considering the security of data, the physical location is not of paramount 
importance. Security is ultimately a function of how a product is made, used, and 
maintained, not by whom or where it is made.1  The ability to store data in 
different geographic areas increases information security and mitigates the effects of 
potential cyber-attacks as security practices are better implemented by global 
teams. 
 
Conversely, by localizing and concentrating data in-country, data is more 
susceptible to breaches where local services offer weaker security measures, and 
thus present a more convenient target for theft. A better alternative would be to 
isolate pieces of non-identifiable information in different servers around the world. 
Overall, data localization increases the ‘attack surface’ for bad actors to target 
while decreasing the security of networks and systems by creating barriers to threat 
visibility, slowing response times when time is of the essence in preventing or 
containing attacks.  
 
More broadly, data localization policies will negatively affect Vietnam’s economic 
competitiveness. Businesses across all sectors and of all sizes in Vietnam rely on 
and benefit from the seamless flow of data into and out of the country.   
Data flows are crucial to creating valuable products and services, enhancing 
productivity, combating fraud, protecting consumers, and fostering economic 
growth, innovation and jobs. A 2014 study2 by the European Centre for 
International Political Economy concluded GDP would decrease by at least 1.7 
percent in Vietnam if data localization requirements were instituted across the 
whole economy. Further research shows that 67% of potential investors are 
uncomfortable investing in Internet businesses that are legally obligated to store 

                                                           
1 http://www.itic.org/dotAsset/6235994d-6f2a-428d-bd11-66d84a9cf2e9.pdf 
2 http://www.ecipe.org/app/uploads/2014/12/OCC32014__1.pdf 



 

user data on servers located in the same country where users are located and/or 
build their own data centers locally in each country of operations.3 
 
As Vietnam works towards implementing guidelines it is important to provide a 
flexible solution that accommodates a wide range of sectors, including a wide 
range of regional data transfer mechanisms in existence today, and being 
developed in the future such as enabling data transfers between Hanoi with other 
smart cities in the region. SMEs and start-ups in Vietnam can be the engine of 
innovation and jobs, if the regulatory environment allows innovators to unleash 
their potential.  
 
Data localization expenses will inevitably be passed along to consumers in the 
form of higher prices. Requiring local businesses to use local data centers will add 
costs that are particularly hard to absorb for small and medium sized enterprises.4  
In some cases, local provision of those services is unavailable, which may restrict 
competition. In addition, data localization requirements impede the development 
of innovation and the introduction of certain ICT services such as security or 
fraud monitoring, and data analytics services. 

Further, the localization of data is not a solution to ease the government access to 
data. Government access for matters of combating crime and ensuring public 
safety should take place through defined legal processes, no matter where the data 
is stored. These mechanisms should balance the interest of the government against 
their citizens’ expectation of due process while also ensuring trust in technology. 
Further, international frameworks and mechanisms, such as Mutual Legal 
Assistance Treaties (MLATs), exist to ensure international borders and sovereignty 
are respected so that companies are not forced to disregard the laws of one 
country in order to comply with the laws of another. Instead of turning to 
localization, governments should focus on modernizing the MLAT system so that 
it empowers law enforcement agencies to combat threats while ensuring 
protections for citizens globally and the movement of data. 

Additionally, data localization provisions are not in the spirit of Vietnam’s 
commitments within the Comprehensive and Progressive Agreement for Trans 

                                                           
3 Fifth Era 2016 The Impact of Internet Regulation on Investment 

https://static1.squarespace.com/static/5481bc79e4b01c4bf3ceed80/t/56f192c240261d4703566506/1458672343753/2

01603+Fifth+Er+Report+-+The+Impact+of+Internet+Regulation+on+Investment.pdf 
4 According to a Leviathan Security Group study (https://www.leviathansecurity.com/wp-

content/uploads/Quantifying-the-Cost-of-Forced-Localization.pdf), local companies would have to pay 30-60% 

more for their computing needs.  These costs affect business across all industries, not just Internet companies. 

Furthermore, 75% of the value added created by the Internet and data flow is in traditional industries, through 

productivity increases, estimates a McKinsey study 

(http://www.mckinsey.com/insights/high_tech_telecoms_internet/internet_matters). 



 

Pacific Partnership (CPTPP), in which parties agreed to prohibit forced 
localization. These provisions also raise concerns relative to Vietnam’s 
commitments under the General Agreement on Trade in Services (GATS) to 
permit cross border trade in services in numerous sectors without any limitations 
or restrictions. Those commitments include numerous services in which the cross-
border transfer of data is either integral to, or comprises, the cross-border service 
at issue, with the result that Vietnam’s proposed restrictions would breach 
Vietnam’s GATS commitments and negate their value. The provisions also raise 
concerns relative to Vietnam’s commitments to afford national treatment to 
foreign services and service suppliers.  
 
Finally, as an APEC Member Economy, Vietnam should not foreclose the 
possibility of taking part in the Cross-Border Privacy Rules System in the future. 
As the Member Economy Ministers recognized in 1998, “Regulatory systems that 
unnecessarily restrict [information] flow or place burdens on it have adverse 
implications for global business, economies and individuals.” 
 
Recommendation:  We urge the Government of Vietnam to delay any data 
localization requirements until there has been a full thoughtful and constructive 
consultation with the private sector. Any new requirements regarding data 
localization should be the result of this consultation given their serious 
implications on the investment environment in Vietnam, the country's economic 
development and its existing and future international and regional commitments. 
 
Vietnam should commit to using Mutual Legal Assistance Treaties (MLAT) and 
similar processes when they seek access to data that is stored beyond their 
borders.  The government should support efforts to streamline these processes, 
for example by updating MLATs to cover communications associated with 
evolving networks and services.  
 
Finally, Vietnam should seek to facilitate economic growth and consumer trust in 
technology – and specifically in the cloud computing and IoT industries – through 
policies based on international and industry best practices around the cross-border 
movement and protection of data, such as the APEC Cross-Border Privacy Rules 
Framework,  that also provide appropriate accountability mechanisms for those 
who wish to challenge data management practices.  

 
 
 
 
 



 

2. Local Office Requirements 
 

Many of the companies that offer best-in-class information technology products 
and services operate globally. Regardless of their country of origin, such 
companies cannot accommodate requirements to establish a legal presence in 
every country where services are available.  
 
The Law’s requirement for a permanent establishment in order to provide services 
in Vietnam raises concerns relative to Vietnam’s international commitments under 
the GATS and the CPTPP, and is not practical. If implemented and enforced 
accordingly, Vietnamese customers and enterprises will be deprived of a variety of 
valuable services, harming Vietnam’s prospects for economy growth and 
development and eliminating the prospects of Vietnamese firms to innovate and 
develop globally available products and services. 
 
Moreover, since domestic companies inherently have a local office, the burden of 
this requirement will fall on international companies, violating Vietnam’s ‘national 
treatment’ commitments under GATS and the CPTPP agreement. The provision 
also violates Vietnam’s WTO commitments for cross-border supply of basic and 
value-added services. 

 
Recommendation: The government should recognize the difficulty of companies 
operating within the digital economy to accommodate a legal presence within 
Vietnam and allow for flexibility around the requirement for a permanent 
establishment. The government should work with the private sector in order to 
better align the Implementing Guidelines with international best practices, such 
that companies providing cross-border services are not required to set up a 
subsidiary or branch operation.  
 
Where a subsidiary already exists, a simple notification of a local contact should 
suffice. This would allow for the flexibility to establish the type of presence that 
the market demands for business models.  
 
 

3. Requirements to Localize Internet Infrastructure  
 

Article 25 of the Law encourages that international internet portals should be 
located in Vietnam. As with other digital systems, however, the physical location 
of a portal does not determine its vulnerability to attacks. Rather, its resilience is 
dependent upon the systems and tools that are in place to protect it.  
 



 

In addition, we seek clarity on whether “national cyberspace infrastructure”, as 
referenced in the article, is equivalent to the Internet infrastructure in Vietnam. 
The current language is vague regarding what is required and who bears the 
obligation for implementation. 
 
Recommendation: We recommend removal of the encouragement that 
international internet portals be located in Vietnam, as the location of a portal does 
not impact its security. As written, the law places an unnecessary and unfair burden 
on foreign businesses, without meeting the regulatory objective of improving 
cybersecurity.  

 
 
4. Selection of Information Systems Critical to National Security 
 

Article 10.2.(e), (g), and (h) outline very broad criteria for the designation of 
Information Systems Critical to National Security, while Article 10.3 states that “the 
Prime Minister shall promulgate a List of Information Systems Critical to National Security.”  
 
Rather than designate entire sectors of the economy, all automatic control and 
supervision systems, or all information systems catering to government agencies as 
critical, it is important to delineate those information systems of services owned by 
or provided by commercial actors and those systems or services which are vital to 
the functioning of Vietnamese society and those that are not. This not only 
ensures that companies are not burdened by onerous audits and inspections 
unnecessarily, it ensures that finite government resources are concentrated on 
systems which pose the greatest risk to economic, political or national security. If 
everything is critical, nothing is critical. 
 
Recommendation: When determining which systems are included on the List, we 
strongly encourage the government to take a narrow focus, to ensure that public 
and private resources are focused where cyber risks are the greatest. Rather than 
designate entire sectors of the economy, all automatic control and supervision 
systems, or information systems catering to government agencies as critical, it is 
important to delineate those services which are vital to the functioning of 
Vietnamese society and those that are not. This not only ensures that companies 
are not burdened by onerous audits and inspections unnecessarily, it ensures that 
finite government resources are concentrated on systems which pose the greatest 
risk to economic, political or national security. 
 
 
 



 

5. Cyber Incident Response and Data Breach Reporting 
 

The Law outlines cyber incident response and data breach reporting requirements 
which are overly broad in scope, impracticable in terms of timelines and would 
ultimately be damaging to the economy of Vietnam. 
 
Articles 20.3 and 24.3 require companies to notify the Government of Vietnam 
promptly “when detecting any sign or act of cyberterrorism” and/or “any acts in 
violation of legislation on cybersecurity”. Given the constant bombardment of 
cyberattacks that companies face, a requirement to notify authorities of any and all 
attempted attacks will create a vast compliance burden for companies and too 
great a volume of information for regulators. The resulting ‘noise’ generated would 
likely hamper the ability of government and industry to respond to the most 
important threats. 
 
Vietnam should focus on creating a risk-based approach that allows a company to 
determine the real harm that results from a security breach. The Implementing 
Guidelines should take an iterative approach to protection, rather than establishing 
routine top-down exercises in compliance. This can be achieved by avoiding overly 
burdensome procedures and encouraging ongoing information-sharing about the 
treat landscape. 

 
While all efforts should be made to provide timely notification of cyber breaches, 
reporting timelines should be such that companies have time to gather critical 
information.  Following a cyber-attack, companies need to determine the attack’s 
nature, source, and impact on their systems, while coordinating rapid and 
sufficient responses. This situation places extreme pressure on cybersecurity 
officers, which is further exacerbated by narrow windows for notification.  In 
addition, regulators should take seriously their obligations to ensure that the 
confidentiality of sensitive information is upheld. 

 
Recommendations: The Implementing Guidelines should avoid an overly 
prescriptive approach to data breach and cyber incident reporting. In particular, 
reporting notification timelines and requirements must allow a company sufficient 
time to gather the critical information necessary before reporting. Best practices in 
this area utilize language such as “in a timely manner”, rather than establishing 
arbitrary deadlines.  
 
Rather than establishing routine top-down exercises in compliance, the 
Implementing Guidelines should take a proactive approach to protection. This will 



 

be achieved by prioritizing proactive voluntary threat information sharing, over 
reactive incident reporting requirements.  
 
Where cyber incident or data breach reporting is required, the Implementing 
Guidelines should clarify which authorities will serve as the primary point of 
contact, what information should be included in such reports, and how the 
information will be protected. 
 
 

6. Utilization of Best-in-Class International Standards 
 

Article 7 of the Law promotes a number of steps for increasing international 
cooperation, indicating its importance for addressing cross-border cyber threats. 
Yet despite the benefits associated with a harmonized international approach to 
cyber regulations, it is not clear whether the utilization of internationally 
recognized standards and best practices is sufficient for companies to be in 
compliance with the Law. 
 
Implementing Guidelines should rely on tried and tested methods developed 
collaboratively by government and industry and adopted internationally. This 
enables Vietnam to take advantage of a robust security ecosystem, promote 
international interoperability, gain compliance efficiencies, and create opportunities 
for shared learning and exchange.  
 
Recommendation: Overall, the Law should align ex-ante measures with industry-
backed approaches to risk management, such as the ISO/IEC 27000 family of 
information security management systems standards and the National Institute of 
Standards and Technology (NIST) Framework for Improving Critical 
Infrastructure Cybersecurity.  
 
The Implementing Guidelines should make clear that the utilization of such 
international standards would place operators of Information Systems Critical to 
National Security in compliance with the Law. 

 
 
7. Adopt a Risk Management-based Approach 
 

Effective cybersecurity practices are iterative in nature and focused on risk 
management. This includes an outcome-focused methodology and the assessment 
of risk by identifying threats, vulnerabilities, and consequences, then managing 
these risks through mitigation measures, controls, costs, and similar measures.  



 

 
More than a dozen countries from the Americas, Asia, Europe and the Middle 
East have adopted cybersecurity strategies which are predicated on risk 
management. The U.S. National Institute of Standards and Technology’s (NIST) 
Framework for Improving Critical Infrastructure Cybersecurity (and its international 
standard counterpart ISO/IEC 27103) is perhaps the most widely utilized 
example.  
 
Articles 11, 12.1 and 13.2 place a significant emphasis on ex-ante measures to 
ensure that systems are secure. This requires industry to divert a large proportion 
of their resources towards averting a single, static vulnerability, and away from 
myriad evolving threats which are the source of most cyber-attacks. At the same 
time, such audits add to the cost of cutting edge security technologies and can 
delay their market availability. Because modern technologies are updated on a 
weekly (and occasionally daily) basis to ensure they are protected against the latest 
threats, an ex-ante audit provides very little insight into the security posture of a 
product or service. 
 
Such a one-size-fits-all approach fails to take into account that security concerns 
vary significantly in a business-to-business (B2B) environment versus a business-
to-consumer (B2C) environment, and across sectors.  
 
Recommendation: The Implementing Guidelines should reduce the Law’s 
emphasis on ex-ante audits of cyber hardware and software, and instead promote 
ongoing internal assessments and risk management practices by companies. The 
existing ex-ante approach will impose onerous costs on companies, particularly 
small and medium-size businesses whose resources are even more limited, without 
deriving meaningful security benefits.  
 
To avoid imposing undue burdens upon companies, the Guidelines should work 
advocate an outcome-focused methodology and the assessment of risk by 
identifying threats, vulnerabilities, and consequences, then managing these risks 
through mitigation measures, controls, costs, and similar measures. This can be 
achieved through alignment with internationally recognized standards, such as the 
ISO/IEC 27000 family of information security management systems standards 
and the National Institute of Standards and Technology (NIST) Framework for 
Improving Critical Infrastructure Cybersecurity. In addition, we would recommend 
further clarification on Article 6.2 to define the conditions, authorities, processes, 
procedures and responsibilities for applying cybersecurity protection measures, 
particularly to align with the international standards referenced above.  

 



 

8. Cyber Audit Procedures 
 

As with the timeline for Incident or Breach reporting, the time period for ad hoc 
cyber audit notification – 12 hours after an incident or 72 hours in other instances 
– is far too short. In particular, audits occurring in the immediate aftermath of a 
cyber incident can exacerbate its impact by diverting resources away from incident 
response, in order to handle compliance.  
 
Allowing companies more time to gather information and appropriately respond 
to the incident before conducting an audit both improves the quality of the audit 
and ensures more effective incident response. 
 
As outlined in point 9 below, the focus of sections 13.2.a) and b) on ex-ante 
system audits is not conducive to neutralizing iterative cyber threats. By raising the 
compliance costs associated with deploying new cyber tools and services, the Law 
creates a disincentive for companies to continually update and improve their cyber 
defenses.  
 
Recommendation: The Implementing Guidelines should provide methods for 
streamlining the process of ex-ante audits so as not to disincentivize the 
deployment of new cyber tools or services. In addition, it should expand the audit 
notification window to a minimum of 72 hours in any instance.  
 
 

9. Requirements for Companies Relating to Online Content Management 
 

A number of the criteria outlined in Article 16 fall outside of the scope of 
internationally-recognized definitions of cybersecurity violations.  
 
Governments have legitimate concerns about various types of unlawful and 
harmful content on the Internet.  However, as a general matter, governments 
should retain the primary responsibility for making transparent legal 
determinations against alleged providers and users of unlawful Internet content, 
based on clear laws and via appropriate methods of due process.    
 
Governments should limit mandates to restrict content availability and accessibility 
to addressing compelling social problems where there is broad social agreement, 
such as harm to children, fraud, and other crimes. Within these limited 
circumstances, Governments should be as transparent as possible about any action 
taken to restrict Internet content or to otherwise limit the flow of information on 
the Internet. As the International Chamber of Commerce has observed, it is 



 

crucial for laws and regulations relating to law enforcement intercepts to be clear 
and for associated regulatory processes to be transparent, because uncertainty can 
be a major deterrent to service providers that are seeking to innovate or to enter or 
remain in new markets.21 Governments should also permit, wherever possible, 
service providers to inform their customers where any access to content is limited 
by government. In addition, any restriction on information should be as narrowly 
tailored as possible in order to avoid stifling investment in and expanded access to 
ICT, as well as in consideration of the critical human rights and privacy 
implications of such government intervention.  

The problem with the proposed law is how Vietnam defines cybersecurity 
violations as compared to how a network provider defines cybersecurity. Vietnam 
is concerned about the violations listed in Article 16, which includes prevention 
and handling of information contents in cyberspace that are for propaganda 
against the State of the Socialist Republic of Vietnam; instigate violent 
disturbances, disrupt security or disturb public order; are embarrassing or 
slanderous; or are in violation of the economic management order. Network 
provider cannot police the types of threats that Vietnam is concerned about 
because it does not have access to the content that is carried on its network.  
Rather, a network provider’s cybersecurity concerns are related to the protection 
of its network and its customers’ network against various forms of attacks.   
 
One critical component in the management of large-scale network traffic is the 
capture, monitoring, and analysis of traffic flow data to detect trends and 
anomalies. Such exception-based processing has become the basis for many new 
forms of intrusion detection.  We support the International Organization for 
Standardization (ISO), which has developed more than 18,000 business standards 
in order to promote quality control and continuous improvement. In particular, 
Vietnam would be well served to adopt and support ISO/IEC 27001, which seeks 
to improve information technology operations and security, with proven 
management oversight.  
 
By directing finite cybersecurity resources of Network Providers towards removing 
content such as that which offends any other person’s honour or dignity, the Law 
limits the amount of resources that are dedicated to protecting systems whose 
functions are critical to economic, political or national security. 
 
The openness of the internet is important for innovation that leads to economic 
and social growth. While Vietnam may want to place policy restrictions around the 
type of content and activities that take place on platforms, such an approach 
should not as a general matter place the burden of both determining and enforcing 



 

vague online content restrictions onto private companies that play no role in 
initially posting or curating the content.  Unnecessary burdens interfere with the 
ability of technology companies to focus on investing time and costs into 
innovating new products and services. 
 
Finally, given the breadth of content prohibited under the Law, including speech 
considered to offend a person’s honour or dignity, companies need sufficient time 
to investigate and respond to potential incidents, including confirming the 
information provided to them by the Government of Vietnam. In this context, the 
requirement of Article 26 b) that companies should remove such content within 24 
hours is not feasible to implement. 
 
Recommendation: The Law’s requirements remain broad and create a heavy 
burden for Internet platforms operating within Vietnam without furthering the 
policy goal of cybersecurity. We recommend that the government consult with 
industry to ensure that content defined within the parameters of Article 16 be 
significantly narrowed in its scope to align with internationally-recognized 
definitions and norms.  
 
Given the breadth of content covered under the Law, which goes well beyond the 
types of content normally subject to take down requests, the requirement of 
Article 26 b) that companies should remove such content within 24 hours is not 
feasible to implement. We urge that this time period be expanded accordingly. 
  

 
10. Authenticating and Sharing Information about Online Users 
 

There are three concerning aspects of Article 26.1.a), which requires companies to 
“authenticate information when users register digital accounts; keep their users’ information and 
accounts secure; and provide the users’ information to the specialized force in charge of 
cybersecurity protection under the Ministry of Public Security, when required in writing for the 
purpose of investigating and handling any violations of legislation on cybersecurity.” 
 
Firstly, the authentication of information through online platforms is a significant 
technological challenge. While companies will often make good faith efforts to do 
so, they should not be held liable for false information provided by users where 
they have no reasonable alternative to verify the information.   
 
Secondly, the requirement to provide users’ information to the Ministry of Public 
Security upon written request poses numerous legal hurdles for companies, not 
least in ensuring compliance with the United States’s Electronic Communications 



 

and Privacy Act (ECPA). Companies should not be forced to hand over user 
information where doing so would cause them to be non-compliant with foreign 
government laws to which they are subject. 
 
Thirdly, companies should not be required to hand over user information absent a 
probable cause that a user has violated the Vietnamese laws, as doing so may 
undermine the privacy of the consumers that they serve. 
 
Recommendation: The Implementing Guidelines should clarify that companies are 
only required to make a good faith effort to verify the identities of users. 
Furthermore, companies should not be required to turn over information where 
doing so would cause them to violate the laws of another country. Finally, the 
Guidelines should specify that companies will only be asked to turn over user 
information where there is clearly identified probable cause for a violation of 
Vietnamese laws. 
 
 

11. Requirements for Children’s Protection in Cyberspace 
 
Article 29.1 and 29.2 outlines a series of requirements designed to safeguard 
children in cyberspace. While we strongly agree that children should be protected 
in cyberspace, Article 29 is problematic in two regards. 
 
Firstly, the language of the bill is highly ambiguous concerning the specific rights 
that are to be protected, and how they differ from those of adults. Thus it is 
unclear what additional steps companies should take to ensure that they are 
compliant with the law.  
 
Secondly, regulators should be aware of the significant technological challenges 
associated with independent age verification through digital platforms. In the 
absence of clear evidence that a user is a child, therefore, companies cannot 
reasonably be expected to differentiate their service offerings.   
 
Recommendation: We request further clarification regarding the specific rights of 
children that are to be protected, and how these differ from the rights of adults in 
cyberspace. In addition, given the significant challenges associated with 
independent age verification through digital platforms, the Implementing 
Guidelines should not hold that companies be held responsible for children 
accessing their services, where often the company does not have clear evidence 
that the user is a child.   

 



 

  



 

About Our Associations 
 
 
About the American Chamber of Commerce in Hanoi 
Founded in 1994, the American Chamber of Commerce in Hanoi’s mission is to 
increase trade and investment between the United States and Vietnam. AmCham 
supports the success of our members by promoting a healthy business environment in 
Vietnam, strengthening commercial ties, and providing high-quality business 
information and resources. 
 
About BSA | The Software Alliance 
BSA | The Software Alliance (www.bsa.org) is the leading advocate for the global 
software industry before governments and in the international marketplace. Its 
members are among the world’s most innovative companies, creating software 
solutions that spark the economy and improve modern life. With headquarters in 
Washington, DC, and operations in more than 60 countries around the world, BSA 
pioneers compliance programs that promote legal software use and advocates for 
public policies that foster technology innovation and drive growth in the digital 
economy. 
 
About the Coalition of Services Industries (CSI) 
The Coalition of Services Industries (CSI) is the leading industry association devoted 
exclusively to helping America’s services businesses, increasingly digitally enabled 
services, and workers compete in world markets. CSI member companies represent a 
broad spectrum of the U.S. services sector, including distribution services, express 
delivery, financial services, media and entertainment, telecommunications, 
information and communication technology (ICT) services, and professional services. 
These services are a critical enabler for U.S. economic growth.  
 
About DIGITALEUROPE 
DIGITALEUROPE represents the digital technology industry in Europe. Our 
members include some of the world’s largest IT, telecoms, and consumer electronics 
companies and national associations from every part of Europe. DIGITALEUROPE 
wants European businesses and citizens to benefit fully from digital technologies and 
for Europe to grow, attract, and sustain the world’s best digital technology companies. 
DIGITALEUROPE ensures industry participation in the development and 
implementation of EU policies. DIGITALEUROPE’s members include in total 
25,000 ICT Companies in Europe represented by 61 corporate members and 37 
national trade associations from across Europe. 
 
About the Information Technology Industry Council 



 

The Information Technology Industry Council (ITI) is the global voice of the tech 
sector and the premier advocacy and policy organization for the world’s leading 
innovation companies. We advocate for global policies that advance industry 
leadership, open access to new and emerging markets, promote e-commerce 
expansion, drive sustainability and efficiency, protect consumer choice, and enhance 
worldwide competitiveness of our member companies. 
 
 
 
 
About the Japan Information Technology Services Industry Association 
Japan Information Technology Services Industry Association (JISA) works for greater 
dynamism and sophistication in the industry through industry surveys and research 
related to business operations and technology, providing information, and 
international exchange. JISA also works to advocate important IT related policies to 
develop ICT industry in Japan. 
 
About the Semiconductor Industry Association 
SIA | The Semiconductor Industry Association (www.semiconductors.org) is the 
voice of the U.S. semiconductor industry, which makes the global trillion dollar 
electronics industry possible. Its members make the microchips that control all 
modern electronics and enable the systems and products we use to work, 
communicate, travel, entertain, harness energy, treat illness, and make new scientific 
discoveries. SIA seeks to strengthen U.S. semiconductor manufacturing, design, and 
research by working with Congress, the Administration, foreign governments, and 
global industry stakeholders to encourage policies and regulations that fuel 
innovation, propel business and drive international competition. 
 
About the Travel Technology Association 
The Travel Technology Association (Travel Tech) is the premier trade association for 
the travel technology industry, representing the leading online travel companies, 
global distribution systems (GDSs), short-term rental platforms and travel 
management companies. These technology innovators have directly and indirectly 
created the infrastructure and the marketplace that travelers, suppliers, and 
intermediaries benefit from today 
 
About the US-ASEAN Business Council 
For over 30 years, the US-ASEAN Business Council has been the premier advocacy 
organization for US corporations operating within the dynamic Association of 
Southeast Asian Nations (ASEAN). Worldwide, the Council's 150+ membership 
generates over $6 trillion in revenue and employ more than 13 million people. 



 

Members include the largest US companies conducting business in ASEAN, and 
range from newcomers to the region to companies that have been working in 
Southeast Asia for over 100 years. The Council has offices in: Washington, DC; New 
York, NY; Bangkok, Thailand; Hanoi, Vietnam; Jakarta, Indonesia; Kuala Lumpur, 
Malaysia; Manila, Philippines; and Singapore. 
 
About the U.S. Chamber of Commerce 
The U.S. Chamber of Commerce represents the interests of more than three million 
U.S. businesses of all sizes, sectors, and regions, as well as state and local chambers 
and industry associations. Its International Affairs Division includes more than 50 
regional and policy experts and 23 country-specific business councils and initiatives.  
It also works closely with 116 American Chambers of Commerce abroad. 


