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CONSOLIDATED COMMENTS ON THE CYBERSECURITY LAW ("LAW") 

Prepared by  

Vietnam Business Forum 

 

No. Articles Comments Recommendations 

1.  The term “enterprises providing 

services on telecommunication 

networks, the internet, value added 

services on cyberspace” in Articles 

2.5(a), 2.5(b), 16.8, 19.3, 21.2(b), 

26.2, 26.3, 29.2, 38.3, and 41.2. 

It is unclear what type of enterprises would fall within the 

scope of this definition.  

A broad interpretation will create confusion as to which 

enterprises are actually covered, which would result in the 

following issues: 

(i) Enterprises will not have clear guidance and will 

submit a lot of questions and official letters to the 

Ministry of Public Security ("MPS"). This may result 

in the MPS having to spend a lot of time responding 

to different letters. It may be difficult to keep 

responses consistent, which may create further 

confusion. 

(ii) Unclear guidance may lead to enterprises that are 

subject to this to not adhere to this requirement. 

 We recommend having clear guidance and 

criteria for enterprises that would fall 

within this definition. 

 We also suggest limiting the scope of this 

phrase through implementing decrees and 

circulars and providing clear criteria to 

determine which enterprise is subject to 

this. 

2.  Article 2. Interpretation 

1. Cybersecurity means the 

assurance that activities on 

cyberspace shall not be prejudicial 

to national security, social order 

and safety, and the legitimate 

rights and interests of 

organisations and individuals. 

3. Cyberspace means the network 

of information technology 

infrastructure, including 

telecommunications networks, the 

 Article 2.1: Concerns, among the others, on the 

interpretation and definitions and that the Law 
adopts a unique definition of cyber security, which 

refers to its specific purposes of protecting national 

sovereignty, national interest and security, social 

stability, and “legitimate rights and benefits of 

organizations and individuals” (Article 2.1). Such a 

definition is well beyond the traditional sphere of 

cybersecurity and implies a broad application of the 

law as well as potential overlaps with among relevant 

laws and authorities. Given its unique definition of 

cyber security, The Law may fail in its objective to 

 Article 2.1: We recommend that the Law 

should adopt the common standard 

definition of cyber security and limits its 

scope of application to measures to protect 

networks, computer systems, and data from 

cyber-attacks or unauthorized access.  

 Article 2.3: We recommend a clearer 

definition and detailed guidelines in respect 

to the term cyberspace. 

 It is also recommended to specify the 

Article 2.12 on the risk of violation while 
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Internet, computer networks, 

information processing and control 

systems, and databases; where 

humans perform social behaviours 

without being limited by space and 

time. 

12. Cybersecurity threats mean the 

situation where cyberspace 

appears to have any signs of threat 

to national security, or cause 

serious harms to social order and 

safety or the legitimate rights and 

interests of any organisations or 

individuals. 

“assure a certain conformity of the country’s 

cybersecurity tasks with international practices and 

assure the conditions for international integration in 

cyber security”. 

 Article 2.3: Definition of “Cyberspace” - Does 

Cyberspace include banking personal mobile 

application? 

 Article 2.12: Definition of “Cybersecurity threats” - if 

there is system/database hacking or „phishing‟ 

identified, but non-financial or physical damages 

incurred, is it still considered Cybersecurity threats to 

the interests of organization as per definition of article 

2.12? Shall the Ministry of Public Security instruct the 

organization to take any action in this case? 

there are signs of violations to the order, 

safety of society and also the legitimate 

rights and benefits of organisations and 

individuals.  

 We suggest clarifying legitimate rights of 

organizations and individuals and what 

actions are regarded as a breach. 

3.  Article 4. Cybersecurity 

protection principles 

How frequent will the cyber supervision and audits take 

place? 

We suggest providing clearer guidelines in 

implementing decrees and circulars in this 

respect.  

4.  Article 5. Cybersecurity 

protection measures 

The request of using cipher will be applied specifically to 

which extent?  

 

We suggest providing clearer guidelines in 

implementing decrees and circulars in this 

respect. 

5.  Article 7. International 

cooperation on cybersecurity 

2. The contents of international 

cooperation on cybersecurity 

include: 

c) The sharing of information and 

experience, and support in 

training, equipment and 

technology for cybersecurity 

7.2(c) Is there any criteria towards the sharing of 

equipment and technology in terms of maintaining 

cybersecurity? 

7.2(dd) Can we leverage the existing human resources who 

is currently in charge of information security, fraud, risk to 

meet the requirements of Article 7.2(dd)? 
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protection; 

dd) The consultancy, training and 

development of cybersecurity 

human resources; 

6.  Article 10. Information systems 

critical to national security 

2. Information systems critical to 

national security include: 

g) National information systems in 

energy, finance, banking, 

telecommunications, 

transportation, environment and 

national resource, chemical, 

health, cultural and press sectors; 

We understood that the Information systems critical to 

national security as mentioned in point g of this article 

shall be applied only to IT system which are controlled the 

State such as SBV‟s IT systems. IT systems of Credit 

Institutions (CIs) and Foreign Bank Branches (FBBs) are 

beyond the scope of Information systems critical to 

national security.  

 

Please kindly help to confirm our 

understanding regarding Information systems 

critical to national security.  

7.  Article 12. Assessment of 

cybersecurity conditions for an 

information system critical to 

national security  

2. An information system critical 

to national security shall meet the 

cybersecurity conditions as to: 

a) regulations, procedures and 

schemes for cybersecurity 

assurance; and personnel for 

operating and administering the 

system; 

b) cybersecurity assurance for 

equipment, hardware and software 

which are components of the 

system; 

IT systems of CIs and FBBs shall not be subject to 

Assessment of cybersecurity conditions if our 

understanding about Article 10.2(g) is correct.  

Please kindly help to confirm our 

understanding regarding Article 12's 

Assessment of cyber security conditions.  
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c) technical measures for 

supervising and protecting 

cybersecurity; measures for 

protecting automatic control and 

supervision systems, Internet of 

things, mixed real and virtual 

systems, cloud computing, big 

data, fast data, and artificial 

intelligence systems; 

d) measures for ensuring physical 

security, including special 

isolation, data leak and 

information collection prevention, 

and access control. 

8.  Article 16. Prevention, handling 

of information contents in 

cyberspace that are for 

propaganda against the State of 

the Socialist Republic of 

Vietnam; instigate violent 

disturbances, disrupt security or 

disturb public order; are 

insulting or slanderous; or are in 

violation of the economic 

management order 

and  

Article 26.2. Information 

security on cyberspace  

2. Local and foreign enterprises, 

when providing services on 

telecommunications network, 

Internet and value-added services 

This is a very broad provision requiring enterprises 

providing services on telecommunications networks or 

the internet, value-added services on cyberspace and 

information system owners shall be responsible to 

closely coordinate with the competent authorities in 

handling the information contents in cyberspace as 

stated in Sub-Articles 16.1, 16.2, 16.3, 16.4 and 16.5 

hereof. 

It also requires information system owners to be 

responsible to take administrative, technical measures 

to prevent, detect, fight against or remove any 

information contents as stated in Sub-Articles 16.1, 

16.2, 16.3, 16.4 and 16.5 hereof in the information 

systems administered by them as required by any 

specialized force in charge of cybersecurity protection.  

However, many of the terms in 16.1, 16.2, 16.3, 16.4 

and 16.5 are not clearly defined. 

Article 16.4 also prohibits “Information in cyberspace 

 We suggest to make clear what would 

constitute fabricated or misleading 

information? And which local authorities 

can certify whether the information is 

right or wrong, the information is  

fabricated/misleading or not. 

 We suggest limiting the application of 

these clauses to actors with malicious 

intent. In particular, we recommend that 

Article 16.4 is regulated/guided as 

follows: 

4. Information in cyberspace containing 

contents in violation of the economic 

management order includes: 

a) any fabricated or misleading 

information on products, goods, 

currencies, notes, promissory notes, 

government bonds, cheques and other 
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on cyberspace in Vietnam, shall be 

responsible for: 

b) Preventing the sharing, deletion 

of information containing any 

content stated in Sub-Articles 

16.1, 16.2, 16.3, 16.4 and 16.5 

hereof on the services or 

information systems directly 

managed by such agencies, 

organisations within 24 hours at 

the latest from the time as required 

by the specialized force in charge 

of cybersecurity protection under 

the Ministry of Public Security or 

competent authorities under the 

Ministry of Information and 

Communications and record 

system logs to assist the 

investigation, handling of 

violations of the laws on 

cybersecurity within the period of 

time as required by the 

Government; 

 

containing contents in violation of the economic 

management order,” including “misleading contents,” 

regarding: 

 products, goods, currencies, bonds, promissory notes, 

government bonds, cheques and other valuable papers; 

 finance, banking, e-commerce, e-payment, currency 

trading, capital mobilization, multi-level marketing 

business, securities.   

The prescriptive nature of these clauses paired with the 

ambiguous language the law employs leaves the 

Vietnamese government/competent authorities with broad 

power to request a takedown of any information it views as 

containing “misleading contents” as mentioned above. 

These clauses also noticeably lack a concern with 

malicious intent. The stipulation of Article 16.4 may lead 

to the possibility that ordinary mistakes in operations of 

economic, financial institutions can be considered as 

violation of the economic management order, which is not 

reasonable. Misleading (incorrect) information on 

cyberspace should only be considered as information in 

violation of the economic management order as mentioned 

under Article 16.4 if it is  with malicious intent on 

economic, financial, banking, commercial activities. 

We note that the Cybersecurity Law does not expressly 

authorize the MPS with the power to involve itself in 

criminal procedures that forces individuals and entities to 

comply with the Law's takedown requests. However, it 

may be the case given the MPS is the main authority in 

respect to requesting content takedown.   

valuable papers which are purposely 

provided and having big impact on social 

order and safety; 

b) any fabricated or misleading 

information in finance, banking, e-

commerce, e-payment, currency trading, 

capital mobilization, network business and 

securities which are purposely provided 

and having big impact on social order 

and safety.   

 

 We suggest providing more clear criteria 

and certainty defining the terms in 16.1, 

16.2, 16.3, 16.4 and 16.5. We also suggest 

narrowing down the definitions of these 

terms.  

 

 

 

9.  Article 16.6 provides that 'the 

system administrator is responsible 

to implement managerial and 

While the law appears to state that the system 

administrator does not need to self censor and remove 

information unless it receives a request from the authority, 

Implementing regulations should provide that 

the removal of offending information only 

needs to be done at the request of the authority, 
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technical measures aimed at 

prevention, detection, stopping 

and/or removing information with 

the contents prescribed in 

clauses 1 to 5 inclusive above on 

the system it administers when 

there is a request from the 

cybersecurity task force.' 

 

this is not clear from the wording of the law. and an enterprise does not have the obligation 

to take initiative in removing information, to 

alleviate business' burdens. 

 

10.  Article 16 provides that 

enterprises providing services in 

cyberspace must provide users' 

information at the request of the 

authority, and Article 24 provides 

that the cybersecurity task force 

under the Ministry of Public 

Security may undertake inspection 

of an IT system of an organisation 

in certain circumstances. 

The law has not addressed the specific procedures for these 

activities, as well as the mechanism to protect the 

confidentiality of the information being inspected or 

collected. 

There need to be specific procedures and 

approvals for the inspection and/or collection 

of information in line with the Criminal 

Proceedings Code (for example, requirement 

for approval of the procuratorate, notification 

to the information owner, or presence of 

witness and local government representatives). 

In addition, there should be clear process to 

appeal or request suspension of the 

inspection/collection in accordance with the 

laws on appeals, complaints and administrative 

proceedings, as well as measures to protect 

confidentiality during the inspection/collection 

and after. 

11.  Article 17.1(a) on state secret 17.1.a. We normally collect customer data via forms 

submitted through public website. The data input is 

voluntary. Will this online registered service bear any 

supervision or alternation in accordance with the law? 

Certain customer information of the bank would be 

classified as state secret and therefore subject to regulation 

on protection of state secret.   

We suggest thatcustomers‟ data at the bank not 

be classified as state secret. 

 

12.  Article 17. Prevention of and What is illicit record? And why the conversions could not Which local author will determine which cases 
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fighting against cyberespionage, 

and protection of State‟s classified 

information, work secrets, trade 

secrets, personal secrets, family 

secrets and private lives in 

cyberspace  

1. Cyberespionage, and 

encroachments on State secrets, 

work secrets or personal 

information in cyberspace include: 

dd) Intentionally hear or record 

conversations illicitly; 

be recorded? Is there any conflict with the freedom of 

citizens? 

 

 

 

are recorded and not recorded? 

 

13.  Article 20. The prevention of 

and fighting against 

cyberterrorism 

To which extent will information manipulation be regarded 

as Cyber Terrorism and the Ministry of Public Security 

will take actions? 

We suggest that cyberterrorism be more 

clearly defined in implementing decrees and 

circulars. 

14.  Article 21 Prevention of and 

dealing with dangerous 

cybersecurity situations  

1. Dangerous cybersecurity 

situations comprise:  

(a) The presence of inciting 

information in cyberspace 

resulting in possible occurrence of 

riots, security disruption or 

terrorism;  

(b) Attack on information systems 

critical for national security;  

(c) Attack on a number of 

information systems on a large 

scale and of high strength;  

The content of Item c Clause 1 is not specific for 

conclusion in practice. 

We recommend the government to provide 

specific criteria to define the cases considered 

as “Attack on a number of information systems 

on a large scale and of high strength” 
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15.  Article 24. Cybersecurity audit 

in respect of information 

systems of agencies or 

organisations not included in the 

List of Information Systems 

Critical to National Security 

  

Article 24 allows the specialized force to carry out an audit 

of information systems if they find an act violating the 

laws on cybersecurity that prejudices national security or 

causes serious harm to social order and safety. These terms 

are not sufficiently defined and could potentially give a lot 

of ground for the specialized to audit an information 

system even if the issue at hand would not normally justify 

an audit. 

Furthermore, Article 24 does not limit or specify the scope 

of information the specialized force for cybersecurity of 

the MPS may access during the audit.  Plainly read, it 

appears that the specialized force is entitled to all 

information in any kind of systems of agencies and 

organizations in Vietnam (in the course of an audit as per 

above circumstance). 

We suggest providing clear guidance and 

criteria on:  

 what would be considered as 

"prejudice[ing] national security" 

 what would be considered "serious harm to 

social order and safety" 

The scope of information that the specialized 

force may access should be limited and clearly 

specified. The specialized force should only be 

allowed to access information that is necessary 

to remedy the issue at hand. 

Article 24.3. An information system administrator is 

responsible to notify the specialized force in charge of 

cybersecurity protection  under the Ministry of Public 

Security upon discovery of any breach of the law on 

cybersecurity on an information system within the scope of 

his/her managerial authority. 

We recommend the Government  to issue 

specific guidance on what  breach will be 

considered as “breach of the law on 

cybersecurity on an information system” that 

need to be reported to the specialized force in 

charge of cybersecurity protection under the 

Ministry of Public Security. 

16.  Article 26.2 on keeping system 

logs 

 

We suggest provide guidance on requirement “keep system 

logs for the purpose of investigating and handling the 

violations of legislation on cybersecurity for such period as 

is specified by the Government”.  

 

Implementation guidance on keeping system 

logs needs to clarify: 

 Duration of time to keep system logs of 

information; 

 Types of information need to be kept; 

 What type of system requires to keep 

system log? For example system which 

generate data from internet only?  
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 How to keep and provide information in 

case the requested information relates to 

third party service provider? 

17.  Article 26. 2 and 26.3 in relation 

to the operation of banks and 

Internet banking service 

2. Local and foreign enterprises, 

when providing services on 

telecommunication networks and 

the internet or value added 

services on cyberspace in 

Vietnam, shall be responsible to: 

b) prevent the sharing of 

information or delete information 

containing any content as stated in 

Sub-Articles 16.1, 16.2, 16.3, 16.4 

and 16.5 hereof on the services or 

information systems directly 

managed by them within 24 hours 

as from the time as required by the 

specialized force in charge of 

cybersecurity protection under the 

Ministry of Public Security or 

competent authorities under the 

Ministry of Information and 

Communications; and keep system 

logs for the purpose of 

investigating and handling the 

violations of legislation on 

cybersecurity for such period as is 

specified by the Government; 

 

We understand that enterprises mentioned in Article 26.3 

are enterprises operating and providing services on the 

base being data on personal information or service users‟ 

relations or data created by the service users collected via 

telecommunication networks and the internet such as some 

US-based social network companies. 

The enterprises, or economic, financial institutions 

collecting main information directly from clients and only 

use telecommunication networks and the internet as a 

channel to provide products, services such as internet 

banking are not governed subjects of this Article. 

We also explain that big banks operating in many countries 

often store client and transaction data in data centres 

located in certain countries. The change will requires big 

cost and have very big impact on the operations, while we 

still can retrieve and provide data in accordance with 

requests (if any) from local competent authorities. 

Transfer data cross border is crucial for the financial 

service industry to: (i) provide core products and services 

to customers, (ii) manage risks on a holistic basis across 

affiliates and borders, and (iii) comply with financial 

regulatory requirements in various jurisdictions, including 

KYC, AML regulations. In addition, cross border data flow 

are necessary to support the development of financial 

technologies (fintech) including blockchain applications. 

Another point is that the Law has not provided definition 

on “value added services on cyberspace”. 

 

 Please provide detail guideline if internet 

banking subject of the management under 

Article 26.2? 

 We suggest providing clear guidance and 

criteria on  what are value added services? 

 Article 26.2(b) and (c): Is the decision of 

specialized force in charge of cybersecurity 

protection final? 

OpenBanking is new trend in the world in 

which transaction data is opened for 

fintechs to access. Transaction data is 

belong to the right of customers (not the 

Bank)  and this right has been approved by 

the European Union, thus the deletion and 

storage of information should be regulated 

as a standard. In the modern world, internet 

access becomes a fundamental right of the 

citizen or organization, so there is a need to 

for that right. 

Where is the legal background for 

specialized force in charge of cybersecurity 

protection to base on to avoid abusing 

positions since these decisions of the task 

force shall not be passed through the court. 

(According to the press, current many 

persons are victim of the injustices in both 

criminal and civil cases). The wrong 

decision of an Officer may lead to the ruin 
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c) not provide, or cease to provide 

services on the telecommunication 

works or the internet, and value 

added services to any organisations 

or individuals that post on 

cyberspace information containing 

any content as stated in Sub-

Articles 16.1, 16.2, 16.3, 16.4 and 

16.5 hereof, when required by the 

specialized force in charge of 

cybersecurity protection under the 

Ministry of Public Security or 

competent authorities under the 

Ministry of Information and 

Communications. 

3. Local and foreign enterprises 

that provide services on 

telecommunication networks and 

the internet, and value added 

services on cyberspace in Vietnam 

and are involved in gathering, 

exploiting, analysing or processing 

data on personal information or 

service users‟ relations or data 

created by the service users in 

Vietnam, shall store such data in 

Vietnam for such period as is 

specified by the Government.  

of a company/organization.   

 Article 26.3. For FBBs, servers of IT 

systems are normally located overseas, 

however to follow SBV‟s requirement, 

transaction data of important IT systems 

have been already stored in Vietnam. 

We understood that by storing such data in 

Vietnam, we have already complied with 

this article. Please help to confirm our 

understanding regarding to this matter.  

 We recommend the National Assembly, the 

Government to regulate/guide that 

enterprises mentioned in Article 26.3 are 

enterprises operating and providing 

services on the base being data on personal 

information or service users‟ relations or 

data created by the service users collected 

via telecommunication networks and the 

internet. 

The enterprises, or economic, financial 

institutions collecting main information 

directly from clients and only use 

telecommunication networks and the 

internet as a channel to provide products, 

services such as internet banking are not 

governed subjects of this Article. 

18.  Article 26.2(a) states that 

enterprises providing services in 

cyberspace must 'authenticate 

information when a user 

registers a digital account; to 

This provision does not identify the scope of 'users', i .e. 

whether it includes only individual customers or also 

corporate clients, whether this is considered in the 

context of disseminating information on the internet or 

also covers users with private or business purposes. 

Regulations should limit the scope of 'users' to 

individual end-users only, and preferably only 

to public services. They should also clearly 

specify and limit the types of user's 

information that must be verified, stored in 
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maintain confidentiality of 

information and accounts of 

users; to provide user 

information to the Cybersecurity 

Task Force under the Ministry of 

Public Security when so 

requested in writing in order to 

serve investigation of and 

dealing with breaches of the law 

on cybersecurity.' 

In addition, the law has not set out the specific 

categories of information that must be identified (e.g. 

including one or a number of groups of information 

such as name, age, date of birth, gender, education 

level, address, ID number, telephone number, etc.), 

information that must be provided to the authority (or 

information that can be withheld from the authority, 

e.g. medical records or private correspondence), and 

information that must be stored in Vietnam. 

 

Vietnam and disclosed to the authority, having 

regards to privacy rights and criminal due 

process. 

 

19.  Article 26.3  

Local and foreign enterprises that 

provide services on 

telecommunication networks and 

the internet, and value added 

services on cyberspace in Vietnam 

and are involved in gathering, 

exploiting, analysing or processing 

data on personal information or 

service users‟ relations or data 

created by the service users in 

Vietnam, shall store such data in 

Vietnam for such period as is 

specified by the Government.  

It is unclear which enterprises would be subject to this 

provision. First, with the absence of "and" or "or" in the 

second prong of Article 26.3, it is unclear as to whether 

domestic and foreign enterprises that provide services on 

telecommunication networks and the internet, and value 

added services on cyberspace in Vietnam would have to be 

involved in all the listed activities or only one  activity to 

fall within the scope of this clause. Second, Article 26.3 is 

silent regarding the nature or threshold level of use of users 

related data that would bring an entity to fall within its 

scope. As such, it is uncertain whether this clause applies 

to all entities that collect, exploit, analyze, [and/or] process 

personal information or only to entities that generate 

revenue by engaging in such act(s). 

For the enterprises subject to this provision, it is unclear 

from this provision whether the relevant enterprises are 

required to:  

(i) Store a copy of the relevant data in Vietnam for a 

period of time (i.e., data can be stored in foreign 

countries, as long as a copy of such data is stored 

within Vietnam. Entities subject to this requirement 

can delete information stored in Vietnam after the 

 We suggest providing further guidance and 

limiting the scope of this provision as it 

will create a heavy burden on enterprises 

subject to it. In particular, only domestic 

and foreign enterprises providing services 

on telecommunication networks and the 

internet, and value added services on 

cyberspace in Vietnam that:  

(i) are involved in all activities of 

gathering, exploiting, analysing and 

processing data on personal 

information or service users‟ relations 

or data created by the service users in 

Vietnam; and 

(ii) directly generate revenue by engaging 

in the aforementioned act(s) 

would be subject to obligations under 

Article 26.3 

 With respect to the storing of data in 

Vietnam, we recommend following the 

first interpretation as the second 

interpretation will severely impact the 
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statutory storage period); OR 

(ii) Such enterprise must exclusively store the data in 

Vietnam for a period of time (i.e., storage of such 

data in foreign countries during the statutory 

storage period is prohibited). 

We suggest provide guidance on which types of data must 

be stored in Vietnam. 

Furthermore, the law is silent on whether data must be 

stored in a server system that is physically located in 

Vietnam or if is sufficient to store data on the IT 

system of a service provider with business headquarters 

in Vietnam (eg. using cloud computing technology).  

A notable question is service providers for clients must 

comply with this data localisation requirement if their 

clients are already subject to the requirement. For 

example, if a company has already had IT system and 

store end-customer information in Vietnam, whether a 

service provider of that company, in case the services 

relate to data processing, must also store data in 

Vietnam. If the answer is yes, this could create 

significant financial burdens for enterprises. 

operations of subjected enterprises and will 

unnecessarily restrict the free flow of data. 

Vietnam is a signatory to the CP-TPP and 

restricting the free flow of data contravenes 

the spirit of the CP-TPP which encourages 

free flow of data between Members. Given 

the speciality of foreign invested 

enterprises operating in form of a group 

entity whereby data of subsidiaries is 

stored centrally at country of parent 

company, we suggest allow these 

companies to store data at the parent 

company offshore provided that they 

comply with obligations to provide data in 

accordance with the Cyber Security Law. 

In addition, only certain, not all, types of 

data, must be stored in Vietnam. 

 It should be made clear that enterprises are 

only required to have a copy of data in 

Vietnam, and there is no limitation on the 

storage of data overseas (except for 

personal data that is subject to consent and 

state secrets). Moreover, there should be 

clear guidance that data can be considered 

to be stored in Vietnam by being stored on 

IT system of a Vietnamese company, rather 

than having to be stored in a physical 

system in Vietnam. If an enterprise already 

has the obligation to store data in Vietnam, 

then its partners and contractors which 

have access to and process such data 

should not be required to store data in 

Vietnam again. 
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20.  Article 26.3 Such foreign 

enterprises as are stated in this 

Sub-Article 26.3 shall locate their 

branches or representative offices 

in Vietnam. 

 

It is unclear which enterprises would be subject to this 

provision.  

 

 

 

 We suggest providing further guidance and 

limiting the scope of this provision as it 

will create a heavy burden on enterprises 

subject to it, especially small and medium 

enterprises that may not have the financial 

liberty or capability to adhere to this 

requirement.  

Alternatively, we recommend interpreting 

this such that having a representative in 

Vietnam is sufficient to meet this 

requirement. We suggest this for several 

reasons: 

(i) Having a designated representative in 

Vietnam would be sufficient for the 

government and data subjects to 

address any concerns to the 

representative.  

(ii) Having a representative (in the form of 

a natural or legal person) is less 

burdensome on enterprises. This will 

help foster more operations of such 

enterprises in Vietnam, leading to the 

growth of the Vietnamese economy and 

digital economy. 

 If foreign bank branch (i) places its 

customer data center in oversea (its parent 

bank‟s country); and (ii) also save 

customer data in Vietnam (by hard copy) 

on daily basis.  

In such case, has FBB already complied 

with above Article 26.3 of Law on Cyber 

Security? 
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21.  Article 43 states that the law is in 

effect 01 January 2019.  

Based on this Article, the relevant entities will need to 

ensure that they are in compliance with the Cybersecurity 

Law on 01 January 2019. Without further guidance 

through implementing regulations, enterprises and 

organizations do not have a clear picture of what they need 

to do. 

We suggest giving a grace period for entities to 

come into compliance with the Cybersecurity 

Law after the relevant implementing 

regulations are passed. Entities should have at 

least one year to come into compliance with 

the Cybersecurity Law. 

Others 

22.  Article 12 We are currently using data tagging to track customers on 

website to know their interests and reference in terms of 

our provided services, is this action regarded as a 

cybersecurity violation? 

There should be certain zone in which 

customer data collection is allowed and 

considered as a positive action to improve 

business performance and customer 

experience. 

23.  Article 26 Will there be any fine on enterprise if digital accounts‟ 

information is attacked? 

 

24.  - The investment of Cybersecurity will not be effective if the data is not centralized but distributed to difference location.  

- Foreign banking group system is not only using for one country but more than one and sometime centralized into single system to have better 

control and investment. In this context, extract Vietnam only transaction log will be a significant challenge. 

- Recommendations on the handling of violations and handling of information containing incitement to mobilize large numbers of people to 

disturb security and order on cyberspace as well as measures to take when there are cyber-security risks are the pending points that we would 

like to seek for further clarifications and guidance.  

- The new General Data Protection Regulations (GDPR) of EU on privacy which came into effect from 25
th

 May 2018 for reference - Art.8 

states the Charter of Fundamental rights of the EU on protection of personal data, under which everyone has the right to the protection of 

personal data concerning him or her. These data must be processed fairly for specified purposes and on the basis of the consent of the person 

concerned or some other legitimate basis regulated by law. Everyone has the right of access to data which has been collected concerning him 

or her, and the right to have it rectified.  

 


